
Our COmmitment tO yOu
the General Data Protection regulation (GDPr) provides new, consistent standards across the eu to protect the rights of 
individuals in the eu regarding how their personal data is being used. it goes into effect on may 25, 2018 and applies to 
any company that controls and/or processes personal data of individuals in the eu, also called ‘data subjects’.

We are committed to privacy and security and to being compliant with the GDPR. 
So what are we doing to prepare?

GDPr BaSiCS
replacing the existing eu privacy directive 95/46/eC, which has been in place for over 20 years, the GDPr strengthens and 
expands the privacy rights of individuals in an era in which much of life takes place online.
the GDPr is extensive, affecting not just businesses based in the eu but also any company that controls and/or processes 
the personal data of individuals in the eu. the Data Protection Principles set forth in the GDPr include requirements like the 
following:

•  Personal data collected must be processed in a fair, lawful, and transparent way and should only be used in a way that  
 a person would reasonably expect.
• Personal data should only be collected to fulfill a specific purpose and it should only be used in ways compatible with 
 that purpose. Organisations must specify why they need the personal data when they collect it.
• Personal data should be held no longer than necessary to fulfill its purpose.
• People covered by the GDPR have the right to access their own personal data. They can also request a copy of their 
 data, and that their data be updated, deleted, restricted, or moved to another organisation.

We’d encourage you to read the text in full as well as to take legal advice for the most complete understanding of the 
GDPR.

What are Our rOleS unDer GDPr?
GDPR Article 4 defines two distinctive roles – Controller and Processor.

Controllers: Customers utilising Carestream Dental imaging and DPmS products to manage patient information are always 
considered the Controller.  the Controller determines the purposes and means of processing personal data. Controllers are 
responsible for meeting the requirements specified above.

Processors: Processor means a natural or legal person, public authority, agency or any other body which processes personal 
data on behalf of the Controller.

Primary Controllers: Customers utilising Carestream Dental imaging and DPmS products on computer systems located in 
their office environments are considered the primary controllers of data.  Carestream Dental becomes a processor when 
providing installation, technical, and other support services.  these customers are responsible for the day to day operation 
of the environment and to ensure proper cyber and physical security controls are in place to adequately protect patient data 
under GDPr.   

Transferring the Processor Duties: Customers utilising Carestream Dental’s hosted DPmS product as a service transfer 
the Processor duties onto Carestream Dental and its third-party vendors who have developed consistent processing models 
to ensure proper control and security of patient data.  as a Processor for your user data, we are also committed to making 
it easier for you to comply with GDPr and equipping you, our customers, with easier paths towards GDPr compliance.

What are We DOinG tO PrePare
We’re getting ready for GDPr by preparing for our own compliance — as well as making it easy for you to comply as a 
data controller. here is an overview of what we’ve been doing so far:

AGReemenT AnD PoliCy RevieWs
We’re reviewing all our legal agreements and making any required changes to be GDPr compliant. We are reviewing and 
updating our processes, policies, and agreements to include appropriate GDPr compliance language. We are also updating 
our terms of Service, and Privacy Policy and will post them on our website in advance of the GDPr deadline. We are also 
making sure that any vendors we use as sub-processors are GDPr compliant.

seCuRiTy AnD DATA mAnAGemenT
Carestream Dental already employs strict policies and procedures around security and data management. additionally, we 
have designated an internal team and engaged outside expertise to enhance security standards that protect our customers’ 
data and follow GDPr requirements.

• We are appointing a Data Protection Officer to ensure ongoing GDPR compliance.
• We are putting processes in place so that in the unlikely event of a data breach we ensure prompt notifications to 
 customers and GDPr authorities as required.
• We are formalising and documenting our internal policies related to data security.
• We are putting safeguards in place to ensure secure and proper handling of data transferred and stored outside of the 
 eu as required.

We will continue, as has been our practice, to only process personal data according to our customers’ instructions.

exiStinG PrODuCt CaPaBilitieS
Carestream Dental’s DPmS software already features controls that enable the Controller’s compliance with article 22 
regarding the processing of personal data under GDPR and Article 32 for ensuring the ongoing confidentiality, integrity, 
availability, and resilience of systems and services:

• CS R4+ DPMS provides authentication capabilities to allow Controllers to restrict access to patient data.
• CS R4+ DPMS provides internal security measures for additions, deletions, and modifications of records to ensure 
 compliance with the security requirements under article 32.
• CS R4+ DPMS offers patient archiving capabilities which support the GDPR requirement of “right to be forgotten” 
 provided the patient’s request does not conflict with other regulatory controls for retaining patient records.
• CS Connect provides anonymisation of patient data when sending image files to laboratories.

Carestream Dental’s support services utilise secure remote access technologies that require the Controller’s consent to be 
given prior to access, and ensure proper encrypted viewing and/or transfer of patient data.

Where available, Carestream Dental can provide secure data backup services through a vetted third-party service to help 
Controllers meet their “resilience” requirement under Article 32.

Carestream Dental continually reviews new regulatory requirements to identify additional capabilities that will help 
Controllers comply with GDPr.

We fully support the GDPr. Our mission is to help our customers create better patient experiences with relevant 
communication and that requires the fair and secure use of personal data that was given with full consent and 
transparency.

If you have any questions or concerns regarding GDPR and Carestream Dental, please send us a detailed message 
to privacy@csdental.com.

links
GDPr https://gdpr-info.eu
BDA guidance on GDPR: https://www.bda.org/gdpr?utm_source=communicator&utm_medium=email&utm_content
                                      =button-story1&utm_campaign=LN_NM%3a+March+2018+ii+ 
terms of Service: http://carestreamdental.com/us/en/pages/site terms and conditions
Privacy Policy: http://carestreamdental.com/us/en/pages/privacy-policy
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